State of California

DEPARTMENT OF WATER RESOURCES California Natural Resources Agency

JOB DESCRIPTION AND POSITION CLASSIFICATION

CLASSIFICATION

DWR POSITION NUMBER SAP POSITION NUMBER MCR

Staff Services Manager | (Specialist) 2010-4800-xxx 50049347 2

APPOINTEE

SAP PERSONNEL NO. | DIVISION/SECTION
O&M/Administrative Services Office

COLLECTIVE BARGAINING IDENTIFIER
Management Related BU: Supervisory Related BU: Confidential Related BU: Rank and File BU:

1

RESPONSIBILITIES EXERCISED IMMEDIATE SUPERVISOR (Print) SUPERVISOR'S CLASSIFICATION
1 Supervisory [] Lead Person Mary Ann Aguayo Staff Services Manager Il (Managerial)

APPROVED BY (Personnel Analyst's Name) DATE

JCM

06/02/2011

Percent of
Time

Activity

30%

POSITION SUMMARY

Under the general direction of the Chief, Administrative Services Office (ASO), Division of
Operations and Maintenance, the incumbent serves as the subject matter expert for North American
Electric Reliability Corporation (NERC) Critical Infrastructure Protection (CIP) Standards 002
through 009 specific to requirements for Personnel Risk Assessments, cyber and physical access
training and records security and management. Manages these functions to comply with Federal
mandates (Reliability Standards) and minimize fines that can range into the millions of dollars.

ESSENTIAL FUNCTIONS

This position requires that the incumbent work cooperatively with others; effectively manage the
work of a variety of professional staff in a matrix organizational structure; maintain regular,
consistent, and predictable attendance; communicate effectively both orally and in writing;
maintain confidentiality and exercise good judgment. Consult with and advise management and
other employees on a wide variety of subject matter, develop and evaluate alternatives, maintain
and apply knowledge of departmental and State policies and procedures, operate a personal
computer, and maintain a high level of expertise in standard office software programs. The specific
essential duties are:

Program and policy development — Interprets and applies complex and continuously changing CIP
Standards. Develops and updates policy and procedure to carry out standards that conform into
existing DWR structures where possible. Analyzes multi-faceted and complex issues, develops
alternatives and makes recommendations on policy issues to the ASO Chief. Tracks ongoing
changes to the standards as they occur and modifies policies and forms accordingly. Reviews the
history of how standards have evolved and anticipates impact to current processes. Works with
DWR Legal, Labor Relations, Unions, Department of Personnel Administration, consultants, other
utilities and State agencies regarding established procedures for Personnel Risk Assessments,
employee background checks, and cyber and physical access training. Applies an understanding
of the DWR and the State’s legal structure to define alternatives for carrying out relevant CIP
Standards and changes as they occur.

SUPERVISOR’S STATEMENT: I HAVE DISCUSSED THE DUTIES OF THE POSITION WITH THE EMPLOYEE.

SUPERVISOR’S NAME (Print) SUPERVISOR'’S SIGNATURE DATE

Mary Ann Aguayo >

EMPLOYEE'S STATEMENT: I HAVE DISCUSSED WITH MY SUPERVISOR THE DUTIES OF THE POSITION AND HAVE

RECEIVED A COPY OF THE DUTY STATEMENT.

EMPLOYEE'S NAME (Print) EMPLOYEE'S SIGNATURE DATE

>
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JOB DESCRIPTION AND POSITION CLASSIFICATION

CLASSIFICATION

DWR POSITION NUMBER SAP POSITION NUMBER MCR

Staff Services Manager | (Specialist) 2010-4800-xxx 50049347 2

APPOINTEE

SAP PERSONNEL NO. DIVISION/SECTION

O&M/Administrative Services Office

Percent of
Time

Activity

25%

20%

Attends weekly coordination meetings and works with other Reliability Standard subject matter
experts to ensure consistent and accurate application of processes, identifies and manages impact
of the changes. Recommends and coordinates solutions on programmatic changes to the ASO
Chief. Travels to attend Western Electricity Coordinating Council (WECC), NERC, FERC
conferences, meetings and training sessions to communicate and present best practices, confer
with other WECC members, and provides feedback on recommended changes to the Reliability
Standards. Also for purposes of maintaining currency, investigating actions other utilities have
taken on audit findings, and fines. Incumbent will travel to these events and be required to operate
automotive vehicles on public roadways and fly in commercial planes.

Reporting and audits - Researches data, works with with other subject matter experts, and
establishes criteria that meets Reliability Standards to complete a series of required compliance
reviews and reports. These include: 1) annual reviews to identify any weaknesses in the process in
documentation maintained; 2) annual self certifications to certify that all CIP Standards are being
adhered to; 3) annual reliability standard audit initial worksheets to assess the types of evidence
Department of Water Resources (DWR) may be required to produce and demonstrate compliance;
and 4) self reports of violation and corrective measures as they are discovered in order to minimize
the level of imposed fines.

Collaborates on development of audit plan with other subject matter experts working on CIP
Standards. Reviews and prepares documentation for audit, manages review with WECC auditors
providing access to documentation as requested, drafts responses, and manages review of legal
and other staff. Researches, drafts, and manages review of responses to WECC auditor inquiries
on self reports of violation, with the key objective being to minimize fines. Prepares plans to correct
procedures and eliminate Reliability Standard violations.

Critical Infrastructure Protection access — Manages the cyber, physical and confidential access by
preserving strict confidentiality of all information related to initially obtaining and maintaining CIP
Access as required by Unions.

[Provisioning — Obtains and processes requests for new cyber, physical or confidential data
access. Verifies completion of forms, conducts initial and seven year background checks, verifies
they are clear or coordinates process for negative background checks, convening the Personnel
Risk Advisory Panel to reach resolution on whether a negative risk exists to the State Water
Project. Verifies completion of required training and coordinates provisioning access and
documents approval on CIP Access list. Communicates new access to all interested parties.
[Revocation — Receives Access revocation requests and ensures employee access is revoked and
communicated in a timely fashion.

[Renewals — Manages the renewal timeline and conducts background checks on employees with
existing CIP Access and within prescribed timeframes.

[List maintenance — Verifies documentation of all Personnel Risk Assessments is complete .
Solicits and maintains certificate of satisfactory Personal Risk Assessments for all consultants.
Maintains current list of all employees with CIP Access, providing redacted versions for publication
on the DWR Intranet.

Record keeping - Manages the maintenance of required provisioning materials for audit purposes.
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JOB DESCRIPTION AND POSITION CLASSIFICATION

CLASSIFICATION DWR POSITION NUMBER SAP POSITION NUMBER MCR
Staff Services Manager | (Specialist) 2010-4800-xxx 50049347 2
APPOINTEE SAP PERSONNEL NO. | DIVISION/SECTION
O&M/Administrative Services Office
Pe_rl_ci:r%rét of Activity

15% Training — Annually develops, maintains and administers the Security Awareness and Training
Plan. Manages the development and updates to DWR specific training. Personally develops training
modules to address new areas of compliance. Manages the tracking and distribution of quarterly
and other security awareness material. Manages the scheduling and completion verification of
annual training for all staff with CIP Access within prescribed timeframes. Develops training and
provides consultation to Division of Operations and Maintenance administrative officers initiating
provisioning or revocations of CIP Access.

5% Records management — Manages storage of CIP confidential records. Includes classification of
records according to type and assessing a retention date for each item. Develops and maintains
electronic distribution lists to facilitate transfer of information. Assesses confidentiality and
manages the distribution of documents uploaded and downloaded from the WECC portal.

5% Completes special projects or studies as they relate to FERC requirements as assigned by the

Chief, Administrative Services Office.

SPECIAL REQUIREMENTS
This position is subject to a background investigation prior to hire and every seven years
thereafter.

Excellent verbal and written communication skills; excellent leadership skills; ability to act
independently and maintain a high level of professional and technical expertise; stamina and ability
to work at a desk and/or computer for extended periods of time and attend lengthy meetings
without breaks. Must work well with varied personalities, deal effectively with the public, and
demonstrate adaptability to work priority changes based on operational need.

Must possess a valid California Class C driver’s license.
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30%
	activity: POSITION SUMMARY
Under the general direction of the Chief, Administrative Services Office (ASO), Division of Operations and Maintenance, the incumbent serves as the subject matter expert for North American Electric Reliability Corporation (NERC) Critical Infrastructure Protection (CIP) Standards 002 through 009 specific to requirements for Personnel Risk Assessments, cyber and physical access training and records security and management.  Manages these functions to comply with Federal mandates (Reliability Standards) and minimize fines that can range into the millions of dollars.

ESSENTIAL FUNCTIONS
This position requires that the incumbent work cooperatively with others; effectively manage the work of a variety of professional staff in a matrix organizational structure; maintain regular, consistent, and predictable attendance; communicate effectively both orally and in writing; maintain confidentiality and exercise good judgment.  Consult with and advise management and other employees on a wide variety of subject matter, develop and evaluate alternatives, maintain and apply knowledge of departmental and State policies and procedures, operate a personal computer, and maintain a high level of expertise in standard office software programs.  The specific essential duties are:

Program and policy development – Interprets and applies complex and continuously changing CIP Standards.  Develops and updates policy and procedure to carry out standards that conform into existing DWR structures where possible.  Analyzes multi-faceted and complex issues, develops alternatives and makes recommendations on policy issues to the ASO Chief.  Tracks ongoing changes to the standards as they occur and modifies policies and forms accordingly.  Reviews the history of how standards have evolved and anticipates impact to current processes.  Works with DWR Legal, Labor Relations, Unions, Department of Personnel Administration, consultants, other utilities and State agencies regarding established procedures for Personnel Risk Assessments, employee background checks, and cyber and physical access training. Applies an understanding of the DWR and the State’s legal structure to define alternatives for carrying out relevant CIP Standards and changes as they occur.



	classification: Staff Services Manager I (Specialist)
	appointee: 
	dwr position number: 2010-4800-xxx
	sap personnel no: 
	sap position number: 50049347
	division: O&M/Administrative Services Office
	mcr: 2
	percent2: 
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	activity2: Attends weekly coordination meetings and works with other Reliability Standard subject matter experts to ensure consistent and accurate application of processes, identifies and manages impact of the changes. Recommends and coordinates solutions on programmatic changes to the ASO Chief.  Travels to attend Western Electricity Coordinating Council (WECC), NERC, FERC conferences, meetings and training sessions to communicate and present best practices, confer with other WECC members, and provides feedback on recommended changes to the Reliability Standards. Also for purposes of maintaining currency, investigating actions other utilities have taken on audit findings, and fines. Incumbent will travel to these events and be required to operate automotive vehicles on public roadways and fly in commercial planes.

Reporting and audits - Researches data, works with with other subject matter experts, and establishes criteria that meets Reliability Standards to complete a series of required compliance reviews and reports. These include: 1) annual reviews to identify any weaknesses in the process in documentation maintained; 2) annual self certifications to certify that all CIP Standards are being adhered to; 3) annual reliability standard audit initial worksheets to assess the types of evidence Department of Water Resources (DWR) may be required to produce and demonstrate compliance; and 4) self reports of violation and corrective measures as they are discovered in order to minimize the level of imposed fines.
Collaborates on development of audit plan with other subject matter experts working on CIP Standards. Reviews and prepares documentation for audit, manages review with WECC auditors providing access to documentation as requested, drafts responses, and manages review of legal and other staff. Researches, drafts, and manages review of responses to WECC auditor inquiries on self reports of violation, with the key objective being to minimize fines. Prepares plans to correct procedures and eliminate Reliability Standard violations. 

Critical Infrastructure Protection access – Manages the cyber, physical and confidential access by  preserving strict confidentiality of all information related to initially obtaining and maintaining CIP Access as required by Unions.
 Provisioning – Obtains and processes requests for new cyber, physical or confidential data access.  Verifies completion of forms, conducts initial and seven year background checks, verifies they are clear or coordinates process for negative background checks, convening the Personnel Risk Advisory Panel to reach resolution on whether a negative risk exists to the State Water Project.  Verifies completion of required training and coordinates provisioning access and documents approval on CIP Access list.  Communicates new access to all interested parties.
 Revocation – Receives Access revocation requests and ensures employee access is revoked and communicated in a timely fashion.
 Renewals – Manages the renewal timeline and conducts background checks on employees with existing CIP Access and within prescribed timeframes.
 List maintenance – Verifies documentation of all Personnel Risk Assessments is complete . Solicits and maintains certificate of satisfactory Personal Risk Assessments for all consultants. Maintains current list of all employees with CIP Access, providing redacted versions for publication on the DWR Intranet. 
 Record keeping - Manages the maintenance of required provisioning materials for audit purposes.
                








	percent 3: 15%







5%




5%






	activity3: Training – Annually develops, maintains and administers the Security Awareness and Training Plan. Manages the development and updates to DWR specific training. Personally develops training modules to address new areas of compliance.  Manages the tracking and  distribution of quarterly and other security awareness material.  Manages the scheduling and completion verification of annual training for all staff with CIP Access within prescribed timeframes. Develops training and provides consultation to Division of Operations and Maintenance administrative officers initiating provisioning or revocations of CIP Access.

Records management – Manages storage of CIP confidential records. Includes classification of records according to type and assessing a retention date for each item. Develops and maintains electronic distribution lists to facilitate transfer of information. Assesses confidentiality and manages the distribution of documents uploaded and downloaded from the WECC portal.

Completes special projects or studies as they relate to FERC requirements as assigned by the Chief, Administrative Services Office.


SPECIAL REQUIREMENTS
This position is subject to a background investigation prior to hire and every seven years thereafter.

Excellent verbal and written communication skills; excellent leadership skills; ability to act independently and maintain a high level of professional and technical expertise; stamina and ability to work at a desk and/or computer for extended periods of time and attend lengthy meetings without breaks.  Must work well with varied personalities, deal effectively with the public, and demonstrate adaptability to work priority changes based on operational need.  

Must possess a valid California Class C driver’s license.               

	supervisor name: Mary Ann Aguayo
	employee name: 


